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 https://www.youtube.com/watch?v=gIU3HrCCT2k

Risk is our Business
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Objectives of the current presentation

 Risk management

“If a project has no risks,
don’t do it. Risks and benefits
always go hand in hand.”

 http://www.systemsguild.com
/pdfs/BearSample.pdf
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A paradox
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Why do we need risk management in 
systems/ software engineering?

 The development of a new complex system requires
acquiring knowledge about advanced devices/processes.

 The final purpose of SE processes is to develop a reliable
smart product at an affordable cost.

 Unpredictable events can be encountered in any moment
of the system life cycle, events that can produce
performance shortfalls, changes in the over-all cost and
schedule of the project which develops the complex
system.
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Risks and issues

 Risk
• “An uncertain event or

condition that, if it occurs,
has a positive or negative
effect on a project’s
objectives.”

 Issue
• “A matter in question or in

dispute, or a point that is
not settled and is under
discussion or over which
there are opposing views
or disagreements” (Riskit method)

http://www.jyrkikontio.fi/attachments/File/riskittr.pdf
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Is it a risk or an issue? 

 Issues imply some risk until they are resolved
 Risks can become issues when the probability indicates 

action is needed
 http://www.differencebetween.net/language/difference-

between-risk-and-issue/#ixzz2icev4kai
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Prioritizing/Assigning Issues

 Group/Prioritize issues by
• Impact if not solved
• Time pressure to do something
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Keep records: The Issue Log

 Description of the issue
 Issue category/type
 Priority
 When identified
 Responsibility
 Expected resolution date
 Progress description/current status
 Final decision/resolution
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Issue Follow-up

 Schedule periodic issue reviews
• Team meetings
• Status reports

 Take Action
• Communicate results!  Check your Communications Plan! 
• Update tasks/milestones 
• Make needed investments
• Manage scope expectations
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Risk Management

 The process by which potential risks to a business are
identified, analyzed and handled, along with the process
of balancing the cost of protecting the company against
a risk vs. the cost of exposure to that risk
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The Risk Management Process

 Risk identification
• Determining which risks are likely to affect a project

 Risk qualification and quantification
• Evaluating risks to assess the range of possible project outcomes

 Risk response development
• Taking steps to develop appropriate action plans

 Risk response control and monitoring
• responding to risks over the course of the project
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Risk Identification
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General Categories of Risks 

 Economic risks
 Legal risks 
 Terrorist/criminal attack risks 

 Technical risks

 Organizational risks

 Project management risks

•Project Size
•New technology
•Integration with other 
systems

•lack of political support

•Inadequate or variable 
resource commitments

•lack of trainers/ support staff

•possible rejection of the 
system 

•poor procedures or 
enforcement

•ineffective use by users
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Risk Breakdown Structure
• “A source-oriented grouping of project risks that organizes and defines the total

risk exposure of the project. Each descending level represents an increasingly
detailed definition of sources of risk to the project.” (Dr. David Hillson, “The Risk
Breakdown Structure as an Aid to Effective Risk Management,” PMI Europe,
2002)
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Risk Qualification

 What probability has this risk?
• High: Will probably happen
• Medium: Might happen
• Low: Probably won’t happen, but could

 What is the impact on schedule/cost/quality?
• High: Likely to cause significant impact to

schedule/cost/scope/quality
• Moderate: Has potential to cause impact to

schedule/cost/scope/quality
• Low: Has limited potential impact to schedule/cost/scope/quality

 What risk/impact levels are too low to justify further
consideration?
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Risk Quantification

Probability 

Impact
High=3 Medium=

2
Low=1

High=3 9 6 3
Medium=2 6 4 2

Low=1 3 2 1
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Components of Risk

 The likelihood/probability (that a given component will
fail to meet its goals)

 The impact/criticality (of a specific failure to the overall
success of the project which develops the complex
system)

 In most projects, risk is quantified in exact values, in
crisp terms, but, unfortunately, the reality contradicts
those forecasts: to get truly useful information in
estimating risk experts should analyze a distribution, not
a punctual value.
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Example of a Risk Matrix with Intervals
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Likelihood
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Impact
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Okay, We Listed the Risks—Now What Do We Do 
About Them?
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Ways to address risks

 Avoid them: eliminate up front
 Mitigate them: minimize anticipated impact

• Contingency plans
 Transfer them
 Contain them/accept them: accept real or potential 

impacts
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Keep records:  The Risk Log 

 Can be combined with the Issue Log
• Similar format, but flag which items are issues and which are 

risks!
• Description
• Category/type (from Risk Breakdown Structure) 
• Responsibility or ownership
• Priority (high/medium/low or numeric assessment) 
• Response approach ( Avoidance, Mitigation, Transfer, Acceptance)
• Specific actions to be taken

– Triggers for contingency plans
• Effects on time/cost/scope/quality
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Samples of Risk Log
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Risks Modeling Methods

 Analytic methods: require a set of assumptions,
especially related to the probability distributions

 Simulation methods: require a large number of “trials” to
approximate an answer

http://www.systemsguild.com/riskology



Risk Management
Information and Communications Technology Entrepreneurship 28

Risk Analysis using Decision Trees 

EMV(a1) = 0,4(55) + 0,1(43) + 
0,3(29) + 0,2(15) = 38.0
EMV(a2) = 0,4(26) + 0,1(38) + 
0,3(43) + 0,2(51) = 37.3

Variant a1 is chose.
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IT Risks Evaluation Model using 
Risks Maps and Fuzzy Inference  
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Risk Management Standards
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Risk Management Standards

RISKIT
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RISKIT
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RISKIT
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Conclusions

• Risk=“An uncertain event or condition that, if it occurs, has a positive or
negative effect on a project’s objectives.” = > influences quality (next
course!!!)

 http://www.youtube.com/watch?v=lrCOIRGpeeM
[You can't eliminate risk, but you can manage it intelligently. ]
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Material

 https://www.dropbox.com/sh/aad4rjm0gyrm7tg/AAD-
64GX0Ue0tFsYNlD2lqKBa?dl=0


